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Location privacy protection technology based on KHINN

ZHUANG Lijin, OU Yuyi, LING Jie
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Abstract: Aiming at the problem that the user’s location privacy may be leaked while users obtain
location-based services, mobile terminal and LBS server the ends use k-anonymity mechanisms using the
collaborative distributed model. Balanced incremental nearest neighbor (KHINN) query method based on
k-anonymity was proposed. When the method structuring anonymous user group in mobile terminal, secure
multiparty summation was used to calculate the anchor point to ensure user privacy; when processing the query
results, SpaceTwist method based on k-anonymity was used to improve the query privacy and accuracy.
Performance analysis and experimental results show that undering the condition of semi trusted or untrusted users
between nodes, the proposed method can solve defects of uneven distribution of discovering points around the
anchor point in SpaceTwist method and improve the accuracy of the query.
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